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Semantic Data Control
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D)

*  Involves:

J  View management
d Security control

d  Integrity control

D)

> Objective:

L)

1 Insure that authorized users perform correct operations on the
database, contributing to the maintenance of the database integrity.



Query Modification

EMP ENO | ENAME TITLE
View — virtual relation E 1\;;1 I;“m ile‘:f“gl
. . Smi yst. Anal.
O generated from base relation(s) by a query B3 | A Lee Miech, Eng
L not stored as base relations E4 | I Miller Programmer
Example : ES | B.Casey | Syst Anal.
CREATE VIEWSYSAN(ENO,ENAME) E6 | L.Chu Elect. Eng.
E7 R. Davi Mech. Eng.
AS SELECT ENOENAME e eeh- =8
E8 J. Jones Syst. Anal.
FROM EMP
WHERE TITLE= "Syst. SYSAN
Anal."
ENO ENAME
E2 M.Smith
E5 B.Casey
E8 J.Jones




View Management

Views can be manipulated as base relations

Example :
SELECT ENAME, PNO, RESP
FROM SYSAN, ASG

WHERE SYSAN.ENO = ASG.ENO



J/

«* To restrict access
CREATE
AS

X/

% Query
SELECT
FROM

View Management

VIEW
SELECT
FROM
WHERE
AND

ESAME

ESAME

*

EMP E1, EMP E2
E1.TITLE = E2.TITLE
E1.ENO = USER



Query Modification

Queries expressed on views ; Queries expressed
on base relations

Example : ENAME PNO | RESP
SELECT ENAME, PNO, RESP
FROM SYSAN, ASG M.Smith P1 Analyst
WHERE SYSAN.ENO = ASG.ENO ,
M.Smith P2 Analyst
SELECT ENAME, PNO,RESP B.Casey P3 Manager
FROM EMP, ASG J.Jones P4 Manager

WHERE EMP.ENO = ASG.ENO
AND TITLE = "Syst. Anal."



Data Security

R/

% Data protection

Prevents the physical content of data to be understood by
unauthorized users
d  Uses encryption/decryption techniques (Public key)

+» Access control

' Only authorized users perform operations they are allowed to on
database objects

1 Discretionary access control (DAC)
» Long been provided by DBMS with authorization rules
J  Multilevel access control (MAQ)

* Increases security with security levels



1 Discretionary Access Control (DAC)
= b

X/

a
a
a

<+ Main actors

Subjects (users, groups of users) who execute operations
Operations (in queries or application programs)
Objects, on which operations are performed

% Checking whether a subject may perform an op. on an object

I W Wy

Authorization= (subject, op. type, object def.)

Defined using GRANT OR REVOKE

Centralized: one single user class (admin.) may grant or revoke
Decentralized, with op. type GRANT

« More flexible but recursive revoking process which needs the
hierarchy of grants



"\ Multilevel Access Control

X/

% Different security levels (clearances)
d Top Secret > Secret > Confidential > Unclassified
% Access controlled by 2 rules:
d Noread up
« subject S is allowed to read an object of level L only if level(S) > L

« Protect data from unauthorized disclosure, e.g. a subject with
secret clearance cannot read top secret data

d No write down:
« subject S is allowed to write an object of level L only if level(S) < L

 Protect data from unauthorized change, e.g. a subject with top
secret clearance can only write top secret data but not secret data
(which could then contain top secret data)



Thank You!
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